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1 INTRODUCTION

VectorLock is an ArcGIS® extension that enables organizations to protect geospatial data by
controlling access to shapefiles. VectorLock is the first shapefile security system to:

e Limit how long shapefiles can be used
e Control user access and permissions
e Preserve the integrity of geospatial data

Whether sharing project files with contractors, protecting enterprise data integrity or selling
proprietary datasets, VectorLock ensures that geospatial data doesn’t fall into the wrong hands.
Designed to replace complicated and unenforceable license agreements, VectorLock uses file
permissions and timed licenses to allow users to control access to sensitive data both inside and
outside their organization.

1.1 VectorLock Use Cases

Before the introduction of VectorLock, securing geospatial data was not an easy task. Now the
paradigm has shifted and geospatial data can be secured for as long as a user chooses and to the
degree that they choose. While this list does not include all possible applications, here are some
common commercial, government and academic uses of VectorLock:

e Asan internal security measure to protect sensitive geospatial data
e When sharing sensitive data for a limited time with independent contractors
e When licensing vector format data with reoccurring annual license agreements

e To assure data integrity across various internal departments

1.2 VectorLock Security Measures

VectorLock employs a flexible, multi-tiered strategy to assure the highest level of security
possible. To this end, VectorLock protects geospatial data by controlling:

1. Access permissions — the first layer of protection that is established to control access to
VectorLock files is an organization’s identity. An organization’s identity is a unique string
that is similar to a driver’s license number. Every time a VectorLock file is created, an
approved identity is assigned to that file. Upon use, if the unique identity of the user does not
match the approved identity of the VectorLock file, then access will be denied. During the
licensing process, a list of approved computers can also be established. If a computer is being
used that is not on this list, then access to VectorLock files will be denied. As a final layer of
protection, a username and password can be established to enhance security.
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2. Length of access — an important component of controlling access to data is assuring that the
data is only used for the necessary duration. With VectorLock, licenses can be set to expire in
as little as one day, or as long as a year or more. Once this license has expired, users cannot
access the data unless they are provided with an updated license with a new expiration date.

3. Data usage — to assure that data is used in an appropriate manner, VectorLock files can be
created with two permission levels: read-only or edit. If data is created as read-only, then
users cannot access the ArcGIS Editor Mode and the integrity of the data will be maintained.

4. Data formats — as a final layer of protection, there is no risk that other programs can access a
VectorLock file as they are delivered in an encrypted format that can only be read in ArcMap
with an installed VectorLock Toolbar.

1.3 VectorLock File Structure

While VectorLock files work just like Esri shapefiles inside of ArcMap, they have a unique file
structure. A VectorLock file (.vIf extension) contains the core elements of an Esri shapefile
packaged in an unreadable, encrypted file format. Inside the VectorLock file are the following
Esri shapefile elements: .shp; .shx; and the .dbf. The .dbf file contains all the attributes that have
been linked to an Esri shapefile and can be opened with any version of Microsoft Excel®. Note
that a .dbf file can not be opened after it has been included in a .vIf package. The .prj is left
outside the .vIf so that users can easily determine the projection and datum of VectorLock files.

VectorLock Bundles contain one or more Esri shapefiles. Each shapefile in the Bundle is
converted to a distinct VectorLock file with an associated .prj, if one exists to begin with. Data
distributors then associate a VectorLock data license (.vIl) with a particular Bundle and include
the desired access and usage restrictions in the license file. Multiple VectorLock data licenses
can be associated with the same Bundle so that this Bundle can be distributed to various
organizations, each with different use restrictions and expiration dates. Data owners can modify
any VectorLock data license they have created with new privileges, usage restrictions and/or an
expiration date, and then redistribute to data consumers.

1.4 Using VectorLock

All VectorLock users have access to the VectorLock ArcMap Toolbar. Standard license holders
can open and work with VectorLock files in traditional ArcGIS workflows; while Advanced
License holders can also edit these files. Users with the Data Administrator Program included in
their software license are able to create, package and then distribute the VectorLock Bundles
they create. Every organization with VectorLock must assign a license administrator to manage
their unique corporate identity. The Standard and Advanced versions of the ArcMap Toolbar are
available free of charge from eMap; while the VectorLock Data Administrator Program is sold
by the seat with annual license agreements.
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1.5 VectorLock ArcMap Toolbar

Users can open VectorLock files licensed to their organization in ArcMap with the Toolbar.
Once loaded, VectorLock files are treated by ArcMap as it would any point, line or polygon Esri
shapefile so that users can complete typical GIS tasks; for instance:

e Change the symbology and layer ordering

e Measure distances

e Create printable maps

e Work with any ArcToolbox that exports Esri shapefiles

Esri shapefiles and VectorLock files work exactly the same when loaded in ArcMap. For
example, users can combine VectorLock files and Esri shapefiles in ArcToolbox functions (e.g.,
a merge, dissolve or union) without any encumbrance. When this is done, the output is a
VectorLock file that maintains the exact same access and usage restrictions that are contained in
the original VectorLock data license(s). At this time, VectorLock files are not recognized in
ArcCatalog.

1.6 VectorLock Data Administrator Program

In order to create VectorLock files and then license them to approved users, the Data
Administrator Program is required. The Data Administrator Program allows the administrator to
apply various levels of protection to VectorLock files so that the following specific controls are
in place:

1. VectorLock file distribution

e Organization Identity (required) — sending a VectorLock Bundle to a data consumer the
user must have the consumer’s identity file (.vli). An organization’s identity is shared
through a VectorLock identity file (.vli) which is created by their License Manager.

e Hosts (optional) — if desired, access to VectorLock files can be restricted to a single
computer or a set of computers within an organization. A list of possible hosts within an
organization is shared via the VectorLock identity file.

e Username/password (optional) — to add an additional layer of security, a username and
password can be required to access a VectorLock file. This username and password is
established by the data distributor and can be as simple or as complex as you require.

2. How long approved users can access VectorLock files

e Expiration date (required) — access to VectorLock files can be limited to one day, set to
never expire, or fixed to a specific expiration date. A calendar interface provides users
with a clean method to enter your desired start and expiration dates.
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e Grace period (optional) — if desired, the data distributor can add a 30, 60 or 90-day grace
period to the expiration date. This will allow approved data consumers to renew their
VectorLock data license(s) before they expire.

3. What approved users can do with VectorLock files

e Permissions (required) — if Edit permissions are granted, then data consumers can edit
VectorLock files in ArcMap’s Editor Mode. Alternatively, data distributors can restrict
the ability to edit VectorLock files by applying Read-Only permissions. These Read-Only
permissions would apply to Advanced Toolbar users as well.

The Data Administrator Program has functionality above and beyond the ability to create and
manage VectorLock files and data licenses. An administrator can:

e Convert created VectorLock files (and any derivatives of these files that are created in
ArcMap by users) back to Esri shapefiles. This can only be done by the original owner of
the data.

e Distribute VectorLock files with ease by creating a file containing the Bundle, associated
external files where applicable (e.g. the .prj file, etc.) and data licenses. These files,
referred to as a VectorLock Package, can easily be converted to a ZIP file and sent to
approved data consumers in a cohesive distribution format.

e Protect ESRI shapefiles to be assured that these files have not been altered during the
duration of the project as the Data Administrator Program can apply (and detect) an
invisible watermark to Esri shapefiles. This watermark is degraded through edits and the
use of ArcMap toolboxes so that the Administrator can determine if the integrity of the
original Esri shapefile has been compromised.
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2 CONCEPT OF OPERATIONS

Users who have received VectorLock installation files from eMap International (Software
Vendor) must first install the License Server, Toolbar, and Data Administrator Program as
described in Section 3, Installation.

2.1 VectorLock Software Licensing

The License Server Administration Tool includes a firewall exception with a default port (set to
8000) that must be present to allow license validation and communication with networked
systems. The port can be changed, and these changes must be coordinated so that each
workstation running VectorLock has the same port exception. The License Server
Administration Tool typically controls the VectorLock software licenses for multiple
workstations. These workstations may be running the VectorLock Toolbar (either the Standard
or Advanced version) and/or the VectorLock Admin Program.

The corporate identity manager is responsible for creating a .vli file that reflects the host names
for systems that have installed VectorLock programs. This .vli file must be sent to the software
vendor with a request for a valid software license. The license information is returned to the
corporate identity manager by the software vendor as a .vls file.

The .vls file must be loaded into the license manager to validate the licenses and allow users to
send and receive VectorLock files.

2.2 Data Distributors

VectorLock users that have purchased the Data Administrator Program are able to create data
packages for distribution to VectorLock data consumers. The data distributor should first create
bundles of one or more shapefiles for distribution. The VectorLock Data Administrator Program
is used to convert those shapefiles to .viIf files and apply a data license to protect the data. The
Admin user can restrict permissions to the data by node locking, applying a user name and
password, and/or applying a specific time frame for data access.

2.3 Data Consumers

Data consumers use the VectorLock toolbar in ArcGIS to view data. Toolbar users with the
standard license are permitted to view data packages created by data distributors and toolbar
users with the advanced license and permitted to make changes to that data. Distributors can
create read-only files that can not be altered with either toolbar license.
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3 INSTALLATION

VectorLock works with a Windows XP or Windows 7 Operating System; and given its minimal
memory and storage needs, runs smoothly on any computer that can handle ArcGIS. VectorLock
requires Microsoft .net 3.5 and users may be prompted to download this directly from Microsoft
during VectorLock installation. There are three components of VectorLock that function together
to secure geospatial data:

e The License Server Administration Tool — manages an organization’s identity and their
VectorLock software licenses.

e The ArcMap Toolbar — an extension that integrates with ArcGIS 9.3 and later. It is
necessary to have ArcGIS 9.3 or higher installed before installation begins. The Toolbar
allows users to view, edit and work with VectorLock files using traditional GIS
workflows.

e The Data Administrator Program — a stand-alone program that creates VectorLock files
and manages access to them with customized licenses. Access to these protected
VectorLock files can be given to other organizations — and even to specific users — with
an established identity for the necessary time period.

3.1 License Server Administration Tool

The VectorLock License Server Administration Tool must be able to communicate with
workstations running the VectorLock Toolbar and Admin Program. If the License Server
Administration Tool is running on an accessible network, this communication is controlled
through the use of Firewall exceptions created in the operating system. Please see Appendix B,
Troubleshooting, for guidance on creating firewall exceptions in Windows. In some cases, users
may wish to install the License Server Administration Tool on a standalone VectorLock system.
For example, a laptop without access to the networked License Server Administration Tool can
have the License Server Administration Tool installed locally to control data and software
license management independently. This independent License Server Administration Tool can
and should be included in the corporate identity and software license. See Section 4, Creating a
Corporate Identity, for information on managing the corporate identity.

To begin the installation of the VectorLock License Manager, double click on the VL License
Server Service Setup executable (Figure 1) to launch the Installation Wizard.
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uu | b LicenseManager_10 Setup - | &f| | Search Lice.. 0 |
Organize » ﬁllnstall v Share with = Mew folder B= « [ 0
-

S TS Marme Date rodified Type Siz

Bl Desktop ) setup 5232011 £06 PM - Application

& Downloads i5 WLLicenseServerServiceSetup_10 57232011 &06 PM Mindowes Installer ..,

L Recent Places Irern type: Windows Installer Package

Authors: PAR Government

4 Libraries TitIe:VectorL.ock License Manager
= Wectorlock License Manager
- Documents Date modified: 5/23,/2011 06 PR
@' Music Size: 26.3 MB
k| Pictures
ﬂ Videos
"M Computer
h‘I- Metwork
Fi i 3
. ﬂ WllicenseServerServiceSetup_10 Date modified: 5/23/2011 4:06 PM
Windows Installer Package Size: 263 MB

Figure 1 — License Server Administration Tool Executable

Click Next to begin installation, as depicted in Figure 2.

Fj’j! WectarLock License Manager E\ =] @

Welcome to the VectorLock License Manager LA
Setup Wizard . )

The inztaller will quide pou through the steps reguired to install WectorLock, License Manager on your
computer.

WA RMNIMNG: Thiz computer program iz protected by copynght law and international reaties,
Unauthorized duplication or distribution of this progran, or any portion of it, mag result in severe civi
or criminal penalties, and will be prozecuted to the masimum extent possible under the: law.

Cancel < Back

Figure 2 — Welcome to Setup

Review the terms of the VectorLock software license agreement, select the | Agree radio button
and click Next (Figure 3)
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F‘_'E! WectorLock License Manager E\ =] @

License Agreement LA

Fleaze take a moment to read the icenze agreement now, |F you accept the terms below, click "l
Agree”, then "Mext”. Otherwize click "Cancel”.

EMAD IMTEEMATIONAL, LLC i
END TUSER LICEMSE AGEEEMENT FOR VECTORLOCE ®
SOFTWARE

1. GENEEAL. This End User License Agreement ("EULA" 15 a binding
contract between you and eldap International, LLC ("eldap") for the
WectorLock™ software, products, services, applications, associated

documentation and any enhancements {collectively, "VectorLock™). o
| Do Mot Agree <] Iﬂgre&
| Cancel | | < Back | [ Mext »

Figure 3 — Software License Agreement

It is recommended that the default location be used. If a different location is required, browse to

the location that the VectorLock License Server Administration Tool will be stored and click
Next (Figure 4).

ﬁ\fectorLock License Manager E' =] @

Select Installation Folder |

The inztaller will ingtall WectorLock Licensze Manager to the following folder.

Toinztall in this folder, click "Mest". Toinstall to a different folder, enter it below or click "Browse"".

Falder:
C:AProgram FileshPARWectorLock Licenze Manager', | Browse. |

| DiskCost. |

Install VectorLock License Manager for wourself, or for anyone who uses this computer:

@ Everyone

Juzt me

| Cancel | | < Back | | Mext »

Figure 4 — Installation Folder

Click Next to install the software (Figure 5).
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_‘E—'VectorLock License kanager EI = @
Confirm Installation A

The inztaller iz ready to install WectorLock Licensze tanager o pour computer.

Click "Mest" to start the installation.

| Carcel | | < Back | | Mest »

Figure 5 — Confirm Installation

The License Server Administration Tool installation requires that the system be rebooted (Figure
6) to initialize the License Server. This reboot should be done manually after the installation of
the License Manager is complete. Click Next to continue the installation process.

FjE;-‘VectorLock License Manager E\ = @

VectorLock License Manager Information LA

Please reboot the system to mitiate the License Server.
The License Server will automatically restart Whehever the systern 1s rebooted.

| Cancel | | < Back | [ Mewut »

Figure 6 — Reboot Message

A status bar will appear to illustrate the progress of the installation. When the installation is
complete a confirmation screen will appear (Figure 7). Click Colse.
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=N Ech ™)
Installation Complete A

‘j@ Wectorlock License Manager

YectarLock Licenze Manager has been successfully installed.

Click "Cloge" to exit,

Flease uze Windows Update to check for any critical updates to the MET Framework.

Cancel < Back

Figure 7 — Confirmation

Remember, it is necessary to reboot the computer after the License Server Administration Tool is
installed to activate the License Server.

3.2 The VectorLock Toolbar

The VectorLock Toolbar should be installed on all the workstations that will be licensed to open
VectorLock data. The VectorLock Toolbar must be installed to open and edit VectorLock data.

To begin installation, click the VectorLock Toolbar Setup executable depicted in Figure 8.

4 Downloads ﬁVectorLockToo\barSetup_lU

| Recent Places

«

Windows Installer Package

e ws]
U\J | » Toolbar 10 Setup - |&’ ‘ | Search Tool.. 0O |
Organize + ﬁ!lnstal\ - Share with + Mew folder =~ [ ﬂ
&
& Favorites Mame Date modified Type Siz
Bl Desktop L setup 572372011 &06 PR Application

5/232011 407 PM

Wéindowes Installer ..

Ttern type: Windows Installer Package

Authors: PAR Gowvernment

 Libraries Title: Wectorlock Toolbar
= Wectorlock Toals far ArcGIS
- Dacuments Dste modified: 5/23/2011 407 BM
@' Music Size: 1.0 ME
= Pictures
ﬂ Yideos
M Cormputer
€ Network

m

Size: 11.0 MB

ﬁm! VecorlockToolbarSetup_10 Date modified: 5/23/2011 4:07 PM

Figure 8 — VectorLock Setup Executable
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Click on Next to begin the installation process (Figure 9).

‘ﬁVectanockTonlbar

e = ]
Welcome to the VectorLock Toolbar Setup Wizard A

The installer will guide you through the steps required to install VectorLock Toaolbar on wour
computer.

WARMIMG: This computer praaram is protected by copyright law and international treaties.
Unautharized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penaltiez, and will be prozecuted to the masimum extent possible under the law,

| Cancel | ¢ Back

Figure 9 — Toolbar Welcome Screen

Review the terms of the VectorLock software license agreement, select the I Agree radio button
and click Next (Figure 10).

_‘E—'VectorLock Toolbar

[o] & =]

License Agreement LA

Flease take a moment to read the license agreement now. [f you accept the terms below, click "'l
Agree”’, then "Mext”. Othenwize click "Cancel”.

ENMAP INTEEMATIONAT, LLC i

END USEE LICENSE AGEEEMENT FOE VECTORLOCE®
SOFTWARE

1. GEWNEEAL. Thizs End User License Agreement ("ETTLA" i3 a binding
cotitract between you and ellap International, LLC ("elfap") for the
WVectorLock™ software, products, services, applications, associated
documentation and any enhancements {collectively, "VectorLock™.

| Do Mot Agres @ |,-‘?&5I"35’E

| Cancel | | < Back | [ Mest »

Figure 10 — Software License Agreement

It is recommended that the default location be used. If a different location is required, browse to
the location that the VectorLock Toolbar will be stored in and click Next (Figure 11).
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‘jé";’\n"ectorLock Taolbar E\ =] @

Select Installation Folder

The inzstaller will install WectorLock Toolbar ta the following falder.

Toinztall in thiz folder, click "Mext". To install to a different folder, enter it below or click ""Browse".

Folder:
C:\Program FileshPARYYectorLock Toolbarh | Bromse, |
| DiskCost. |
Install VectorLock Toolbar for yourself, or for anyone who uzes this computer:
@ Evemone
Juzt me
| Cancel | | < Back | | Mest >
Figure 11 — Installation Location
Click Next to install the software (Figure 12).
ﬁVectanockToulbar \E' =] @
Confirm Installation J
The installer is ready ta install WectarLock Toolbar on your computer.
Click "Mext" ta start the installation.
| Cancel | | < Back | | Mext »

Figure 12 - Confirm Installation

A status bar will appear to illustrate the progress of the installation. When the installation is
complete, a confirmation screen will appear (Figure 13). Click Close.
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ﬁVectorLockToolbar EI =] @
Installation Complete A

WectorLock Toolbar has been successiully installed,

Click "Cloze bo exit.

Please uze Windows Update to check for any critical updates ta the MET Framewark,

Cancel < Back

Figure 13 - Installation Confirmation

Open the ArcGIS program and right click on the tool bar to select the VectorLock Toolbar. If
necessary, drag the VectorLock tool to the ArcGIS toolbar (Figure 14).

Q Untitled - Archiap - ArcView EI@
File Edit Miew Bookmarks Insert  Selection  Geoprocessing  Customize  Wlindows Help
Deds B *- L EEEEO
HAMO kD k| @ Rk Bl i< & R
Table Of Contents rx - &
88| 2
5
= Layers g
&l
w
@
E
2
=

Figure 14 — Toolbar Location

Click on the keyhole icon on the tool bar and enter the name of Hostname location of the License
Manger and its established Port number, as shown in Figure 15. If the Toolbar is running on the
same computer as the License Server Administration Tool, the License Manager field can remain
as localhost. The default port is set to 8000; the user may change this port number. If the port
number is changed, be sure that it corresponds with the port number established in the License
Manager program. Select Standard if the toolbar should be licensed to only view data, select
Advanced if the toolbar will be licensed to edit data. Note that data license files may also contain
additional editing permissions for individual data files and packages.
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YVersion: 1.0.49

LveCtOI' LOCk Windows 7 ArcGIS 10

Mo Toolbar available.
Mot Registered.

License Manager:  localhost Fort: 2000 Set

Standard @ Advanced
Please email questions to: Powered by
WectorLock@emap-int.com PaRGovernment.corm

Figure 15 — Host Name and Port

Click Set to initiate communication with the License Manager, an error message may appear
(Figure 16) warning users that the License Manager does not recognize the toolbar installation at
this time. The License Manager must validate this toolbar with a software license before it can be
activated.

§VectorLock

License Manager is not responding or License is not activated.

Contact System Administrator,

Cancel

Figure 16 — License Manager Warning Message

3.3 Administrator Program

The Data Administrator Program can be run on the same computer as the License Server, or a
remote system. To install the Administrator program, click on the VectorLock Administrator
Setup executable file (Figure 17) to begin the installation wizard.
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fo o]
\../IU | v Administrator_10 Setup v | 5 | | Seorch Ad.. 0|
Organize » ﬁllnstall - Share with « New folder = o« [0 9
¥ Favorites Marne Date rnodified Type iz
Bl Desktop L setup 5/23/2011 406 PR Application
& Downloads ﬁl\."actorLockAdministratorSetup_lU 5/23/2011 £:06 PR Windowws Installer ...

= Recent Places
= Libraries
3 Documents
-‘ Music
| Pictures
a Wideos
"M Computer

*-‘1& Metwork

4

Ttern type: Windows Installer Package
Authors: PAR Governrment

Title: WectorLock Adrministratar
Wectorlock Administrator

Date rnodified: 5/23/2011 £06 PhA
Size: 17.6 MEB

1 3

ﬁﬂ| VedtorLockAdministratorSetup_10 Date modified: 5/23/2011 4:06 PM

Windows Installer Package Size: 17.6 MB

Figure 17 — VectorLock Administrator Executable

Click on Next to begin the installation process (Figure 18).

Review the terms of the license agreement, select the | Agree radio button and click Next, as

ﬁ WectorLock &dministrator

Wizard

computer.

Welcome to the VectorLock Administrator Setup LA

The installer will guide you through the steps required to install VectorLock Administrator on your

WARMING: Thiz computer program iz protected by copyright law and intemational treaties.
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or chminal penalies, and will be prosecuted to the marimumn extent possible under the: law.

Catcel ¢ Back

(=] & =

|
g

Figure 18 — Welcome to Installation

depicted in Figure 19.
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‘]E-‘VectorLock Administrator E =l @

License Agreement LA

Fleaze take a moment to read the license agreement now. If you accept the terms below, click |
Agree”, then "Mest”. Othenwise click "'Cancel”.

ENAP INTEEINATIONAL, LLC i

EMND USEE. LICENSE AGEEEMENT FORE VECTOELOCE®
SOFTWARE

1. GEMEEAL. This End Tser License Apgreement ("ETTLA") is a binding
contract between you and elfap International, TLC {"eldap") for the
WectorLock ™ software, products, services, applications, associated
documentation and any enhancements (collectively, "WectorLock™).

| Do Mat Agree

| Cancel | | ¢ Back | [ Meut > ]

Figure 19 — Software License Agreement

It is recommended that the default location be used. If a different location is required, browse to

the location to store the VectorLock Data Administrator Program and click Next, as depicted in
Figure 20.

‘_’E,!VectorLock Bdministrator E' =1 @

Select Installation Folder " |

The inztaller will install YectorLock Administrator ta the following falder.

To install in this folder, click "Next". Taoinstall to a different folder, enter it belaw or click "Browse".

Folder:
C:AProgram Files\PaRWectorLock Administrator, | Browse. .. |

| DiskCost. |

Install VectorLock Administrator for pourgelf, or for anyone whao uses this computer:

@ Everyone

Just me

| Cancel | | < Back | | Mewt »

Figure 20 — Installation Folder

Click Next to install the software (Figure 21).
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‘]E-‘VectorLock Administrator E =l @

Confirm Installation

The installer is ready to install YectorLock Administrator on pour computer.

Click "Mext" to start the inztallation.

| Cancel | | < Back | | Mext >

Figure 21 — Confirm

A status bar will appear to illustrate the progress of the installation. When the installation is
complete, a confirmation screen will appear (Figure 22) and a VectorLock shortcut icon will
appear on the desktop.

‘_’E,!VectorLock Bdministrator E' =1 @

Installation Complete

VectorLock Administrator has been successfully inztalled.

Click "Close" to auit.

Flease use Windows Update to check for any critical updates to the .MET Framewark.

Cancel < Back

Figure 22 - Installation Confirmation

After the installation process is complete, run the Data Administrator Program to notify the
license server that the admin program has been installed. An error message (Figure 23) may
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appear indicating that the License Manager is not responding. The License Manager must

validate this toolbar with a software license before it can be activated. Click Cancel.

fVectorlLock

License Manager is not responding.

Contact Systerm administrator,

The Data Administrator Program will open, as depicted in Figure 24.

VYectorLock

Figure 23 — License Manager Error

Welcome to the Data Administrator Tool

Create a Bundle

Creates a new bundle from existing ShapeFiles.
Edit a Bundle

Modifies an existing bundle.

Create a Package

Creates a new package and data license using an
existing bundle.

Edit a Package

Modifies an existing package.

Create a License

Creates a data license for an existing data bundle.

{VectorlLock

]

Figure 24 - Data Administrator Switchboard

Click the Set Server button to establish the License Server Information for the software license

request (Figure 25).
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VectorLock @

License Server
Information Sarver Name

Iocalhost
The name and port oretos

number set on this Port
screen will be used to
conmect to the Licensa
Server,

8000

fVectorLock

Figure 25 - License Server Information

If the Data Administrator Program is running on the same computer as the License Server, the
License Server field can remain as localhost. The default port is set to 8000; the user may change
this port number. If the port number is changed, be sure that it corresponds with the port number
established in the License Server Administration Tool program.

Click Set to initiate communication with the License Manager, an error message may appear
(Figure 26) warning users that the License Manager does not recognize the toolbar installation at
this time. The License Manager must validate this toolbar with a software license before it can be
activated.

§VectorlLock

License Manager is not respu:nnding.|

Contact Systerm administrator,

Cancel

Figure 26 — License Manager Response Error

Click Cancel to return to the Data Administrator Tool switchboard.
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4 GENERATING ACORPORATE IDENTITY

After an organization has installed VectorLock software it is necessary to generate a corporate
identity file and send it to the software vendor. A .vli file should be created for each license
server that is running in a particular organization. If an organization has multiple geographic
locations, each running their own license server, the subordinate locations must each create a .vli
and provide it to the corporate identity manager. The corporate identity manager serves as the
point of contact for the overall software license. The corporate identity manager merges all the
Vli files to create one .vli that encompasses the complete corporate identity information for all
the License Servers.

Click the Go button in the Generate Corporate Identity region of the License Server
Administration Tool (Figure 27).

“WectorLock @
Welcome to the License Server Administration Tool

Generate Corporate Identity ‘ Go |
Import license server and sworkstation information and —
create a .vli file for a software license request,

Install the VectorLock License File
Add the vls file provided by the software vendor to the
license server,

Export an Identity File ‘ Go |
Used for requesting data from a distributor, -

Modify Permissions ‘ co |
Administrate who has access to the License Server, -

I:' Server is Running Shutdown | ‘ Set Server |

Figure 27 — License Server Administration Tool Switchboard

This will open the Corporate Identity Window, as depicted in Figure 28. Enter the contact
information for the corporate identity manager.
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WectorLock @
Corporate Licensor Contact Info
q First Mame: ;
Identity M
. _ _ Last Mame: Janes
The information provided seless! =
hiere wil be used to Cit:
generate a corporate ity River Bend
identity file that forms the State: ™
basis for al Vector Lock Postal Code: B
software licenses and data S
distributions. Organization: Mapping Solutions
Department: Headguarters
Ernail:

:s@mapsolutions.com
Phone Mumber (ggg) 768-7878
Fau Mumber: (999) 768-7879

tVectorlock =

Figure 28 — Corporate Identity Screen

Enter the Licensor Contact information and click Next to view the Registered Host interface
(Figure 29). Note that in this example, the user is registering one advanced fixed seat and one
Admin fixed seat on the host that is running the License Manager, as well as a remote computer
running just the VectorLock toolbar.

WectorLock @
Registered Hosts
Fixed License Floating License Permission
License Server Host Adriin | Advanced | Standard | Adriin | Advanced

veckor? 1 | Remave | 1] a

weckor? 1 Vv 2

weckor 73 v

‘ Add License Server | ‘ Update Host List ‘

§VectorLock =

Figure 29 — Registered Hosts Screen

If this is the only license server associated with this identity, click Next and proceed to Figure
33.

If additional License Servers are required to be associated with the corporate identity, click Add
License Server (Figure 30).
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WectarLock @

Adding License

. Server Name
Server Information

to the Corporate vector72
Identity Fort
= u]n]

Enter the Server Mame and

Fort of the license server

to be added, or impaort E
the i file generated for

the additional license

Server, or

| Importicery Fle

fVectorLock

Figure 30 — Add License Server

Enter the Server Name and the Port and click Query, or click Import Identity File to add the
license server details from a file supplied by the remote site to open the Open Dialog. Navigate
to the .vli file that corresponds to the additional license server and click Open, as depicted in

Figure 31.

- =
@le . % Documents » Remote Sales Office WLI - |+,| | Search flemate Saiss Cffice VL O |
Organize « Mew folder =~ [ ﬂ

¢ Faworites Documents library ) ,
L Arrange by: Folder «
B Desktop Remote Sales Office VLI
& Downloads Mame Date rmodified Type
= Recent Places
¥ Mapping_Solutions 5/24/2011 1134 A Tdentity File
- Libraries Type: Identity File
= Size: 392 bytes
gD t
BliBacupert Date maodified: 5/24/2011 11:34 AM
rJ”- hdusic
| Pictures
E Wideos

1M Computer

ﬁil Metwork

4 LI 3

File name: - | Hdentity files i) -

(o 1) [ G |

Figure 31 — Open Dialog
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This will add the additional license server information to the Registered Host screen. When all
the hosts have been added, click the Next button, depicted in Figure 32.

veckaryl

veckar?d

- Remove

veckar?2

Figure 32 — Additional Registered Hosts

The Identity Submission screen (Figure 33) provides the user with instruction on the preferred
way to deliver the .vli file to the VectorLock Vendor.

Figure 33 — Identity Submission

Click Next to save the file (Figure 34).
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Sawe As @I
@U'| ; « Doc.. » Corporate ID file for 390 requ.., - | g | | Search Corporate D file for 5., 0O |
Organize * Mew folder == - .@.

o

- Faworites
Bl Desktap
4 Downloads

UES
=1l Recent Places

- Libraries
3 Docurments
fJ‘- rAusic
le=| Pictures

B videos

m

Documents library

. ) Arrange by:  Folder ~
Corporate ID file for SW request

-

Marne Date rrodified Type

Mo items match your search,

M Camputer
P - 4| 1 3
File name: Mapping_Sclutions -
Save as type: | Identity files (*.vli) v]

# Hide Folders

o ] [ome ]

Figure 34 — Save As Dialog
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5 INSTALLING ASOFTWARE LICENSE FILE

The Software Vendor will return a .vls file to the corporate identity manager for incorporation
into the VectorLock system. The corporate identity manager has seven (7) calendar days to
import the .vls file in the VVectorLock system or the software license will not accept the license.
Note that if the organization has more than one License Server installed and included in the
corporate identity, the .vls must be installed on each License Server.

Note that only a user with the VectorLock License Server Administration Tool program can
access this interface. Click the Go button in the Install a VectorLock License File region of the
License Server Administration Tool switchboard (Figure 35) to install the .vls file provided by
eMap or the corporate identity manager.

WectorLock @

Welcome to the License Server Administration Tool

Generate Corporate Identity ‘ Go ‘
Irmport license server and workstation information and —
create a vl file for a software license request.

Install the Yectorlock License File

add the vls file provided by the software vendor to the
license server.

Export an Identity File ‘ Go ‘
Uszed for requesting data fram a distributar. —

Modify Permissions ‘ Go ‘
Administrate who has access to the License Server. -

|:| Server 1s Running ‘ Shutdown | ‘ Set Server ‘

Figure 35 — License Server Switchboard

Navigate to the provided .vis file and Click Open, as depicted in Figure 36.
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o =
@Q=| « Documents » SW License File - | 3 | | Search 5W License Fils 0 [
Organize * New folder =« [ 6
't Favorites Documents library Arrange by Folder =

M Desktop SW License File i
4 Downlaads Marne : Date rrodified Type

=1l Recent Places
3% Mapping_Solutions

o Libraries
| Docurnerts
. rAusic
| Pictures

B videos
M Camputer

*TH Metwork
4

File name: Mapping_Solutions

5242011 18:52 PM License File

3

- |Licensefi|es (*als) v|

Open - Cancel
|

Figure 36 — Open File

The user will be returned to the License Server Administration Tool switchboard. If Data
Administrator Program applications are included in the corporate identity, continue to the

Modify Permissions interface to allow Admin access.

5.1 Modifying VectorLock User Permissions

The Modify Permissions workflow can be used to verify the licensing details after the .vls has
been installed, review user permissions, and make changes to existing user permissions. Click

Go in the Modify Permission region of the License Server Administration Tool (Figure 37).
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YWectorLock

Welcome to the License Server Administration Tool

Generate Corporate Identity

Irnpart license server and workstation information and

create a .vli file for a software license request.

Install the VectorLock License File

Add the vls file provided by the software vendor to the

license server.

Export an Identity File

=3

L

Go
Used for requesting data frorm a distributor, | |
Modify Permissions | Ga |
Administrate who has access to the License Server,
|:| Server is Running ‘ Shtdar | | Set Server |
Figure 37 — License Server Administration Tool Switchboard

This interface is also used to apply Data Administrator Tool permissions; the Data Administrator
Tool is not automatically enabled during the software license load process. The corporate
identity manager or license server administrator must check a box on the Registered Host screen
to apply these permissions. Make modifications to the license details for a specific user and click
Save (Figure 38).

WectorLock @
Registered Hosts
Fixed License
License Server Harsk Admin Advanced

localkhost

wectory 3 i

wectar?l v

vector7 1
f¥ectorLock T

Figure 38 — Edit Registered Hosts
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6 EXPORTING .VLI TO ADATADISTRIBUTOR

After the VectorLock corporate identity manager has installed the software license file on any
necessary VectorLock License Managers, a .vli file can be made to request data from data
distributors. Click the Go button in the Export an Identity File region of the License Server
Administration switchboard (Figure 39).

WectarLack @

Welcome to the License Server Administration Tool

Generate Corporate Identity ‘ co ‘
Import license server and workstation infor mation and
create a .vli file for & software license request.

Install the YectorLock License File
Add the wvls file provided by the software vendaor to the
license server,

Export an Identity File ‘ Go ‘
Used for requesting data from a distributor, -

Modify Permissions ‘ Go ‘
Administrate who has access to the License Server, -

l:‘ Server is Rumning ‘ Shutdown ‘ ‘ Set Server ‘

Figure 39 — License Server Administration Tool Switchboard

The Host Information Screen will appear, as depicted in Figure 40.

YectarLock @
Host Information

Mumber of Floating Licenses

@ Host List LicenseServer | Host Hame
wector?
wector?l
wechar?d i
wechory 2
wechory 2

fVectorlLock C I

Figure 40 — Host Information Screen
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Choose the Number of Floating License radio button to indicate that any VectorLock user in the
organization will be able to open the Data Package that is being requested. If only specific users
will be able to access the requested Package, click the Host list radio button and indicate which
users from the list will be authorized. In the example in Figure 40, only the Toolbar running on
the Vector73 host will be able to open the data package being requested with this particular .vli.
After the host information has been established, click Next to open the save file dialog (Figure
41).

Save As @
1 | <« Docu.. » Data Request fior Field Laptop v |43 | | Search Dot Reguest for Fisld ., O |
i
COrganize + New folder g= - @
't Favorites Documents library i ) i
Arrange by:  Folder =
B Desktop Data Request for Field Laptop
& Downloads Marme Date modified Type
= Recent Places
Mapping_Solutions 5/24/2011 106 PR Identity File
wa Libraries E
| Document;s
-, Plusic
k| Pictures
E Wideos
1% Computer
} - 4 m [3
PR
File name: Mapping_Sclutions -
Save as type: | All files (*.%) v|
=) Hide Folders [ swe | [ conca |

Figure 41 — Save File

The Save As navigation window will open. Navigate to the location that is appropriate to save
the .vli package request file, and click Save.
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7 CREATING ABUNDLE

Bundles of data can be created and stored prior to the creation of a licensed data package. The
storage methodology is not controlled by the VectorLock System, but instead is the
responsibility of the user bundling the data.

7.1 Creating a Bundle

Click the Go button in the Create a Bundle region of the Data Administrator Tool switchboard
(Figure 42) to begin the bundle creation process.

Yectorlock E|

Welcome to the Data Administrator Tool

Create a Bundle

Creates a new bundle from existing ShapeFiles,

Edit a Bundle

Modifies an existing bundle,

Create a Package
Creates a new package and data license using an
existing bundle.

Edit a Package

Modifies an existing package.

Create a License
Creates a data license for an existing data bundle,

fVectorLock

Figure 42 — Admin Tool Welcome Screen

Click the Add button (Figure 43) to add Shapefiles, projection files and metadata files as
necessary. This will open the Open navigation window.
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Figure 43 — Add Files

Select the files to be added (Figure 44) and click Open.

ﬂ v Libraries » Documents » RegularData

Organize MNew folder

(o]

- Search RegularData pel

V¢ Favarites Documents library
B Desktop RegularData

8 Downloads Mame ‘ Date modified
“El Recent Places

Type

Arrange by:  Folder =

Size

[D newyork_counties,shp 972472010 3:28 PR

SHP File

2T KB

= H : ostalBoundary.s :
Libraties PastalBoundary.shp £/10/2010 4:40 PM
Berrmas L] Postallnventary.shp T/25/2007 4:29 PR

J‘ Music D roads.shp 6,/9/2010 12:54 PhA

(=] Pictures
B videos

1M Computer

ﬁ Metwork

SHP File
SHP File
SHP File

26,552 KB
6l KB
25 KB

File name: “newyork_counties.shp” "PostalBoundary.shp” "Postallnventory.shp® "roads.sh + | Shapefiles (*.shp)

Figure 44 — Open Dialog

This will add files to the list as depicted in Figure 45.

(

Open

M

Cancel
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WectorLock @
Creating Protected Shapefiles

Yerify that the necessary newyark_counties.shp

h PostalBoundaty.shp
files have been added Postallnwentory. shp

and click next to save the roads.shp
Bundle for distribution. Add

Femaove

fVectorLock

Figure 45 — File that have been added

After the details have been reviewed, click Next. Note that more files can be added by navigating
back to the Add Files screen. If the files are acceptable, navigate to the folder in which the
bundle should be saved, as shown in Figure 46.

A new folder can be created through this interface if necessary.

Browse For Folder @
Select the Bundle ko Edit
ArciEls =

Corporate ID file for W request
Data Request for Field Laptop
MNY'S Bundle

RegularData
J Date created: 5/24/2011 1:46 Ph

Rermot
S License File
d My Music

= My Pictures
g My Wideos
B Taad Gare M

| Make Mew Folder | [ Ok, l | Cancel

Figure 46 — Create a folder

When the desired location has been selected, click OK. This will open the Creating a Bundle
screen (Figure 47) that will show bundle creation progress.
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Figure 47 — Bundle Creation

When the total bar indicates that the process is complete, as depicted in Figure 48, click OK.

Figure 48 — Bundle Complete
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7.2 Editing a Bundle

Click on the Go button in the Edit a Bundle region of the Data Administrator Tool switchboard
screen, depicted in Figure 49.

VectorLock

Welcome to the Data Administrator Tool

Create a Bundle
Creates a new bunde from existing ShapeFies.

Edit a Bundle
Modifies an existing bundle.

Create a Package

Creates a new package and data license Lsing an
existing bundle.

Edit a Package

Madifies an exising package,

Create a License
Creates a data license for an existing data bundle.

fVectorlLock

X]

Figure 49 — Admin Welcome Screen

Navigate to the Bundle folder (Figure 50) that should be edited, and click Ok.

Browvse Far Folder

Select the Bundle to Edit

[l

J ArciGIs
. Corporate ID file for S request
. Data Request for Field Laptop
. MYS Bundle
. ReqularData
. Rernote Sales Office WLI
. SW License File
d My Music
= My Pictures
& My Wideos

(= A 5o

m

[ Make Mew Folder ] [ Ok l ’ Cancel

l

Figure 50 — Browse For Folder
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Add or remove files as necessary (Figure 51) and click Next.

WectorLock @
Creating Protected Shapefiles

Yerify that the necessary ;eviv-lnark_c-;untievlf
n O5CalboUnadar .
fI|ES h:ﬂ‘-f'e been added Postallnventary, I
and click rext o save the

Bundle for distribwution. Add

Femaove

fVectorlock

Figure 51 — Edit Bundle

Navigate to the folder that should be replaced with the edited folder, or create a new Bundle
folder, and click Ok in the Browse for Folder screen depicted in Figure 52.

Browse For Folder @

Select Folder to Save Bundle

# Links T
4 | My Documents
AreGIE
Corporate ID file for SW request
Data Request for Field Laptop
MYS Bundle
ReqularData
Rernote Sales Office VLI
MY License File
o My Music

m

Sl bA Dt

| Iake Mew Folder | [ [0]4 l| Cancel |

Figure 52 — Browse for Folder

A confirmation screen will appear to verify that the change the user requested is appropriate as
shown in Figure 53. Click Ok to confirm.

35



VectorLock Installation and User Guide
10 June 2011

Figure 53 — Confirmation Screen

The Bundle will be created, as depicted in Figure 54.

Figure 54 — Bundle Created

7.3 Creating a Package

The Creating a Package process allows the user to license and distribute data in the VectorLock
system. Click Go in the Create a Package region of the Data Administrator Tool switchboard
(Figure 55).
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VectorLock

Welcome to the Data Administrator Tool

Create a Bundle

Creates a new bunde from existing ShapeFiles.

Edit a Bundle

Modifies an existing bundle.

Create a Package
Creates a new package and data license using an
existing bundle.

Edit a Package

Modifies an existing package,

Create a License
Creates a data license for an existing data bundle.

fVectorlLock

3

Figure 55 — Package Welcome

Click Next to begin the process of creating a VectorLock Package for distribution (Figure 56).

YWectorLock

Distribution of a VectorLock
Package

This wiorkflow will allow license holders

to create a package of protected
Shapefiles for distribution.

fVectorLock C

(5]

Figure 56 — Distribution

In order to create a VectorLock Package, the data consumer’s corporate identity file must be
provided. To load an identity file that has been provided by a data consumer click Load (Figure

57).
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Figure 57 — Add Requester’s Identity

Navigate to the data consumer’s identity file in the Open navigation window (Figure 58) and

click Open.

(3
AT )
4 o T g

Organize » New folder =~ 0 @

I Favorites Documents library Armange by: Folder =
P Desktop Hebbes Data Request
m Downlaads Marne Date rodified Type Size
%2 Recent Places
[$ Habbes_Shape_Factary 542442011 2:27 P Tdentity File IKE]

Libraries
Documents
J’ husic
[ Pictures
B videos

1% Computer

‘ Metwork

File name: Haobbes_Shape_Factaory

Figure 58 — Open Navigation

After the contact information is loaded, click Next, as depicted in Figure 59.
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Crganization:

f¥ectorLock

[l

WectorLock
Req uester Licensee Contact Info
. First Narme: Calvin
Identity Screen
Last Mame: Hobbes
Load a valid user identity Address: 1 Downhill Lane
from a provided wli City: Rome
State: g
Postal Code: 13440

Hobbes Shape Factory

Department: Toboggan Run Design
Email: calvin@haobbes.cam
Fhone Mumber: (515) 555-1234

Faix Nurmber : (515) 555-7890

‘ Back | ‘ Mext |

Figure 59 — Requestor Identity Screen

If the data package should be restricted to specific users within the data consumer organization’s
identity, click the Node Locked checkbox and then click the boxes that correspond with users
who should have access to the data in the package. When the host names have been selected, or
if no user restrictions are applicable, click Next (Figure 60).

WectorLock

Hosts Information

The data distributor may decide

S5

Floating

@ Mode Locked
Select the machines to allow,

to resfrict access to the

LicenzeSewver | HostMame |

Locked and then select the host
name that has permission to
apen this package.

wectorLock Package. Click Node  [*EEDJLAPTOP

WEEDJLAPTOP v

$VectorlLock

|Cance| | | Back | | Mesct |

Figure 60 — Restricted Host

Enter a name for the data license in the License Name Field. Additional data license restrictions
(Figure 61) may be added to enhance the restrictions on a data distributor’s data package. Select
the Username and Password checkbox to assign a user name and password for the data package.
Select the Grace Period drop-down to assign a 30, 60, or 90 day grace period.
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Select the Expiration Date checkbox to assign an expiration date for use of the data package. If
the Shapefiles should not be edited by the data consumer, click the Read Only checkbox. When
the appropriate restrictions have been assigned, click Next.

Wectorlock

Data Restrictions

A VectorLock data license may
have additional atiributes,
Expiration Date, Grace
Periods, and the ability to
prompt for a Username and
Password provide additional
proftection,

§¥ectorlock

License Mame: kage for Hobbes
4| Username: Hobbes
Fassword: WYSdata
4| Grace Period: 30 Days -
| Expiration Date:  [E/e7/2012 -
@ Allow Editing Read Only
|Cance| | ‘ Back ‘ ‘ Mext |

Figure 61 — Data Restrictions

Click Add to add bundles to the data package (Figure 62).

WectorLock

Select the Bundle (5]

Add

Remave

§VectorlLock

Figure 62 - Add Bundles to the Package

The Browse for Folder window will open (Figure 63) to allow the data distributor to add bundles

to the data package.
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Erowise For Folder @

Select the Bundle Folder to add

Faworites -
# Links
4| My Documents
J ArcGIs
, Corporate ID file for 34 request

m

o Data Request for Field Laptop
. Hobbes Data Request
. MYS Bundle

¢ RegularD{TD ote created: 5/24/2011 1i46 PM |
o Rernote Sales Office WLI ‘

S | iramea Fil

’ MMake Mew Folder ] [ Ok, l ’ Cancel ]

Figure 63 — Browse for Folder

Select the desired bundle and click Open. The Add Bundle interface will display the Bundles that
have been added for distribution (Figure 64).

WectorLock \E\

select the Bundle (s)

MYS Bundle -

fVectorLock (mmm

Figure 64 — Bundle Review Screen

The Review Screen (Figure 65) will allow the user to verify the identity of the data consumer,
whether the data package is node locked, and the bundles that are included in the package. The
Back button can be used to make changes if the package requires a change.
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WectorLock

distribution,
M5 Bundle

Review Screen

Yerify that the necessary fles
have been added and click
next to save the Package for

2 Mode Locked License

§VectorLock

==
Licensee Contact Info
First Mame: Calvin
Last Name: Hobbes
Address: 1 Downhill Lane
City: Fame
State: MY
Postal Code: 13440
Organization: Hobbes Shape Factory
Department: Toboggan Run Design
Email: calvin@hobbes.com
A Phone Mumber (5157 555-1234
Fax Murnber: (315) 555-7390
| Cancel ‘ ‘ Back | | Mext |

Figure 65 — Review Screen

The Browse For Folder window will open. Navigate to the desired location and save the package

for distribution (Figure 66).

Browvse For Falder

Select Folder to Save Package

[l

4 | My Documents
ArcGIS
Corporate ID file for SW request
Data Request for Field Laptop
Hobbes Data Request
MYS Package for Hobbes| |
MY'S Bundle

RegularData
Rerote Sales Office WL
W License File

B BAus B

m

[ Make Mew Folder ] | a4 | |

Canecel |

7.4 Editing a Package

Figure 66 — Save Package

Click the Go button in the Edit a Package region of the Data Administrator Tool switchboard

(Figure 67).
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VectorLock

Welcome to the Data Administrator Tool

Create a Bundle

Creates a new bundle from existing ShapeFiles.

Edit a Bundle

Modifies an existing bundle.

Create a Package
Creates a new package and data license using an
existing bundle.

Edit a Package

Modifies an existing package.

Create a License

Creates a data license for an existing data bundle.

fVectorLock

3

Figure 67 — Admin Welcome Screen

Browse for the folder (Figure 68) that contains the Package to be edited. And click Ok.

Browse For Folder

Select the Package to Edit

=

& Downloads
Faworites

# Links

4 | My Docurnents

J ArcGIS
J Corporate ID file for SW request
J Data Request for Field Laptop
, Hobbes Data Request
/ MYS Bundle
. MYS Package for Hobbes

Banudarliat

m

-

| Date created: 5/24/2011 2:39 PM |

Make Mew Folder [ K || Cancel

J

Figure 68 — Browse for a Folder

The Requester Identity screen will open to display the Licensee Contact Information, as depicted

in Figure 69.
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YectorLock

Requester
Identity Screen

Load a valid user identity
from a provided wli

fVectorLock

Licensee Contact Info

First Marne: Calvin

Last Name: Hobbes
Address: 1 Downhill Lane
City: Fome

State: MY

Postal Caode: 13440

Organization
Department:
Email:

Phore Mumber

Fax Mumber:

‘ Load |

Hobbes Shape Factory
Toboggan Run Desigh
calvin@hobbes.com
(515) 555-1234

(515) 555-7590

| Back ‘

==

Figure 69 — Review and Edit Identity Screen

Click load to open a file browser and choose another .vli file to apply to the Package. Click Next
to review and edit host information, as shown in Figure 70.

WectarLock

Hosts Information

Floating
@ Mode Locked

=5

The data distributor may decide
to restrict aceess to the
WectorLock Package, Click MNode
Locked and then select the host
nmame that has permission to
open this package.

§VectorlLock

Select the machines to allow,

LicenseSever | Hosthlame |

WEEDJLAPTOP v

|Cance| | | Back | | et |

Figure 70 — Review and Edit Host Information

Click Next to review or edit the data restrictions applied to the Package (Figure 71). Note that in
this example the Grace Period was changed from 30 days to 60 days.

44



VectorLock Installation and User Guide

10 June 2011

kage for Hobbes

5272012

(cacel | sk [ Mo

Figure 71 — Review Data Restrictions

Click next to review and edit the Bundles included in the Package (Figure 72).

M35 Bundle

Figure 72 — Review and Edit Bundles

Click next to review the Package details, as depicted in Figure 73.
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WectorLock @

Review Screen Licensee Contact Info

First MName: Calvin
Werify that the necessary fles .
hawve been added and click Last Hlame: e
next to save the Package for Address: 1 Downhill Lane
distribution, City: Rome
MY'S Bundle . Stata: MY

Postal Code: 12440

Crganization: Hobbes Shape Factory

Department: Toboggan Run Design

Email: calvin@hobbes.com

il Phone Mumber : {515) 555-1224

& Mode Locked Licerse Fax Murnber : {515) 555-7890
;.VECtO r LOCJ( ‘ Cancel | ‘ Back ‘ [ Mesxt l

Figure 73 — Review Package Details

Click Next to open the Browse for Folder interface (Figure 74) and save the revised Package.

Browese Far Folder @

Select Folder ko Save Package

4 Downloads g
Favarites
# Links
4 | My Documents

ArciIS

m

Corpaorate ID file for SW request
Diata Request for Field Laptop
Hobbes Data Request

MY'S Bundle

MYS Package for Hobbes

Raouladiat [ Date created: 5/24/2011;
| [Make Mew Folder | [ (0] 4 ] | Cancel |

Figure 74 — Save the Revised Package

Select the folder or create a new one, and click Ok. A confirmation message will appear to verify
that the user does want to replace the edited package file, shown in Figure 75.
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fVectorLock

File C:4UsersiwectorlockiDocumentsiyS Package for Hobbesynewyork_counties.vIf
already exists

CK to replace file, Cancel to skip file

ook | e

Figure 75 — Confirmation Dialogue

7.5 Create a New Data License

After a package has been distributed to a data consumer, the data distributor made find it
necessary to create additional data license files for that data. For example, a data consumer may
make changes to .vIf files and be required to send those files to an additional data consumer. The
data in this scenario still belongs to the original data distributor. The data distributor may use this
interface to load the additional data consumer’s .vli file and create a data license associated with
the bundle, without re-creating the bundle.

Click Go in the Create a License region of the Data Administration Tool switchboard, shown in

Figure 76.

The Requestor Identity screen will appear as depicted in Figure 77.

Welcome to the Data Administrator Tool

Create a Bundle

Creates a new bundle from existing ShapeFies.

Edit a Bundle
Modifies an existing bundle.

Create a Package
Creates a new package and data license using an
existing bundle.

Edit a Package

Modifies an existing package.

Create a License

Creates a data license for an existing data bundle,

§VectorLock

3

Figure 76 — Data Administrator Tool Switchboard
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Figure 77 — Requester Identity Screen

Click Load (Figure 78) to load the data license file that should be edited, and select the license
file within the Open dialogue.

j <« My Docu.. » EMAP data request VLI v | ¥ || S=arch EMAP data reguest VLI 0
Organize * New folder =~ 0 @
=
< Favorites Marme Date modified Type
Ml Desktop [$ eMap_Colorado_Sales 64272011 12:09 FM Identity Fi
m Downloads

‘E Recent Places

Libraries
Documents
J' Music
(=] Pictures
B8 videos

! Computer

‘ Metwork

< | 3

File name: etdap_Colorado_Sales v |dentityfiles fwl) =

Figure 78 — Select an Identity File

This will open the Requester Identity Screen as shown in Figure 79.
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Figure 79 — Loaded .vli File

Click Next to advance to the Host information screen, depicted in Figure 80.

Figure 80 — Host Information

Select the hosts that will be allowed access to the data and click Next to open the Data
Restrictions interface as depicted in Figure 81.
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6/ 2/2012 =

Figure 81 — Data Restrictions

Enter the License Name, Username, Password, Grace Period, Expiration Date and editing
restriction as shown in Figure 82.

30 Days -
BEnspeoz -

dditional License

cancel | eadk x|

Figure 82 — Data Restrictions entered

Associate the applicable bundles for the data license that is being created (Figure 83) and click
Next.
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Bundle For eMAP

Figure 83 — Associated Bundles

Verify the data consumer’s identifying information and the bundles associated with the data
license on the Review Screen depicted in Figure 84.

Bundle for eddP

Figure 84 — Verify Review Screen

If necessary, create a new folder to house the additional .vll file in the directory structure (Figure
85).
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Browsse For Folder @

Select Folder to Save Package

4 | My Documents o
ArcGIS
barn to margie 1
Bundle for ebdAP
EMAP data request VLI
ehd2P Package
JUst aLL
Sdditional WLL for eMAP] |
WL for data request

m

J Moy busic

= BA Dt

o

[ Make Mew Folder ] | ok | | Cancel |

Figure 85 — Save the Additional Data License File

When the .vll is created the user will be returned to the Data Administrator Tool switchboard.
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8 LOADING DATA

Note: when the user opens ArcMap to view or edit VectorLock files the VectorLock toolbar
must first be toggled on. Open the ArcMap application, as depicted in Figure 86, and click the
puzzle piece icon on the toolbar. This toggle activates VectorLock, but at the same time disables
some ArcMap functionality that allows files to be exported. If the file that the user loading is a
VectorLock file and the output is not a Shapefile, then no output will be generated for any Arc
Toolbox functions. When the VectorLock Toolbar is in use export functionality can only be
applied by toggling off the VVectorLock Toolbar.

D Untitled - ArchMap - ArcView [ro| = | 3]
File  Edit View Bookrarks Insert  Selection  Geoprocessing  Customize  Windows Help
Oegda & & - L EEERE e
CYCEAT JE ~ @ Mg TR W]
Table Of Contents *x | Toggle WectorLack Toalbar - @
EEELE g
= Layers é
!
o
@
g
£

Figure 86 — Toggle VectorLock on

When VectorLock has been toggled on, the key icon will be activated on the ArcGIS toolbar as
depicted in Figure 87.

2 Untitled - ArcMap - BrcView |E=R(ESE 5
Eile  Edit Miew Bookmarks [Insert  Selection  Geoprocessing  Customize  ‘indows Help
Oepda B & - L EDER D P
Qe Mol X @ Rtr R TR [Fl# R
Table Of Contents 1 x “ &
D SCcEE @
= layers 2
Gl
]
@
z
B
=

Figure 87 — Activated Key Icon

Click on the Key icon to open the file navigation window, as depicted in Figure 88.
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nipeline_Buffer_1rmile.wIf

Figure 88 — File Navigation

Navigate to the VectorLock file to be opened and click select. If a username and password has
been applied, enter this information and click Ok (Figure 89). Note that the data provider will
assign and communicate the username and password to the user. If no username and password
have been applied, click Ok.

Figure 89 — Username and Password Entry
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The file will be added to ArcMap. Right click the file name in the Layers region and click Zoom

to Layer; the VectorLock file will become visible (Figure 90).

Q Untitled - Archap - Arciiew E@
File Edit View Bookmarks Insert Selection  Geoprocessing  Customize  ‘indows Help
OegEds =8 & - 16229 S EGEE e x?
QANQcill® [FE-0 k@ 7B MBS B, <% R,
Table Of Cantents *x “ &
EERCE i
- = Layers .ng,_
d_pipeline_Buffe
o
o
@
=
=

] n 31 EENERE

-20.47 30,780 Decimal Degrees

Figure 90 — VectorLock File in ArcMap

If the user has been given edit privileges, and has a licensed Advanced Toolbar, the file may be

changed.
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APPENDIX A GLOSSARY OF COMMON TERMS
Term Definition

vIf File The file created by shapefile encryption in the VectorLock system.

' (The VectorLock File)

vli Eile The file created by the Identity Manager (System Administrator) to

' establish and share the corporate identity

vil Eile The data license file bundled with VVLF files that allow the user

' receiving protected files the ability to open the protected Shape Files.
vIs File The software license file created by the Vendor (eMap) to run the

system. User keeps, it can be updated

Administrator
Program

Allows the data distributor to create, manage and export VectorLock
files.

License
Administrator

Maintains the License Server for the corporate identity manager at
remote sites

Advanced Toolbar

Allows the user to edit VVectorLock files

Bundle A set of one or more VectorLock files.

Data Shapefiles that are being opened and distributed with VectorLock.
Data Distributor Someone that sends VIf files to other users; distributors can be anyone
/Supplier who sends/shares data externally.

Fixed Seat One user per license scenario

Floating Seat

Seats reserved on a server with a defined number of concurrent users.

Host Name

The name of the system on the network.

Identity Manager

Maintains the organization’s identity

Node Lock

Tied to a particular system (based on CPUid, BIOSid or MAC
Address).

Package

Data Bundles and the associated .vll files.

Software Vendor

The Company that Licenses VectorLock to the User (eMap)

Standard Toolbar

Allows the user to view VectorLock Files

56



VectorLock Installation and User Guide
10 June 2011

APPENDIX B  FREQUENTLY ASKED QUESTIONS

How do | start the Vector Lock License Server manually?

If the VectorLock License Server is not running, the user may take the following steps to
manually re-start the program:

1. Go to the Windows Start Menu (Figure 91)

_I[ Getting Started 3

@ Windows Media Center

_a] Calculator

vectorlock

Docurnents
Sticky Motes
Pictures

% Snipping Tool
Music

._"fu-jj Paint

WectorLock License Manager
Wi arkflowe

% Rernote Desktop Connection
.\% hAagnifier
i‘ License hanager

»  AllPrograms

| Search progroms and files )

Figure 91 — Windows Start Menu

2. Right click on Computer or My Computer and click on Manager
A Computer Managernert EI@I

File  Action  Miew Help
=B = a6

A Computer Management (Local | fame Actions
a i} System Tools [ﬂ; Systermn Tools Carmputer Management (L... &
> @ Task Scheduler
> 2] EventViewer
=2 Services and Applications
> [l Shared Folders Services and &pplications -
o % Local Users and Groups

Es :
\fstorage Mare Actions

> @S‘l\- Performance Mare Actions

a5y Device Manager
a 55 Storage
= Disk Management
> Gy Services and Applications

Figure 92 — Services and Applications
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3. Click on Services and Applications

E'é'.ComputerManagement
File  Action iew Help

L el RERR 7

:lé' Computer Management (Locall| Name Description

Type

4 [[’j System Tools
+ () Task Scheduler
> @ Ewent Wiewer
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» i Local Users and Groups
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=% Disk Managernent
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Figure 93 - Services

4. Click on Services
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\‘;'_’;Windows Defender  Protection a.. Started
{,}'_’;Windows Driver F...  Manages us..,
{,}I’;Windows Errar Re..  Allows errar..,
{,‘;_’;Windows Ewvent C...  This service ...
{,‘;_’;Windows EwentLog This service .. Started
{,‘;_’;Windows Firewall  WWindows Fi.,  Started
{,‘;_’;Windows Font Ca..  Optirizes p..  Started

4| i

A

Startup Type
Automatic
Manual
Automatic
Manual
Manual
Manual
Automatic
Manual

Manual

Manual
Manual
Autamatic
Automatic
Manual
Manual
Manual
Manual
Manual
Automatic (D...
Manual

Manual
Manual |
Automatic
Automatic

Automatic (D, I

2

4 I

\ Extended /(Standard /(

Actions
Services

Mare Actions

WlLlicenseServerService

Mare Actions

Figure 94 - VL LicenseServerService

5. Right click on VLLicenseServerService and click on Start
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How can | add the VectorLock Toolbar if it does not appear in the list of

available toolbars?

Right click on the tool bar and select Customize to open the Customize Interface (Figure 95) in

ArcGIS.

Customize

Toolbars l Commatds ] Optinhs ]

Toolbars:

[ Layout

[ Map Cache

] Representation
] Route Editing

[ Spatial Adjuzstment
Standard

[ Streattap

] Tablet

[ Tanls

] Topology

1 Ukiliby Metwork Analyst
[1ersioning

Keyhoard . | Addfrom fie.. |

Figure 95 — ArcMap Customize Interface

Click Add from File to open a file browser. Navigate to VectorLock folder by entering the
Program Files Directory, the PAR folder and then the VectorLock Toolbar folder; select the

Vectorlock.tlb file as depicted in Figure 96.

Laook in: | ' YectorLock Toolbar

& @ ef BE-

2] EsR1. ArcGIS. Display.dl

%) Eskr.arcals Editor.dl

%] EsR1. Arce1s. EditarExt i

.ﬂ ESRI.ArcGIS Framework,dll
%] EsR1. ArcaIs. Geomnalyst. di
2] E3r1. ArcGIS. Geodat abase. di

©

.ﬂ ESRI.ArciGIS, GeolatabaseUldll
%) esR1. rcals. Geometry.di

lﬂ ESRI. Arci51S. Geoprocessing. dil
— .}] ESRI.ArcIS, GeoprocessingULdll
j‘g .ﬂ ESRI. ArcilS . Geoprocessor.dil
lﬂ ESRI ArcaIS, GISClient,dil

| %) EsR1. Arcals. GlabeCare.dl

é] ESRI.ArcilS. Netwarkanalysis, di
| %) Esrr.arcaIs.Netwarkanalyst. di
2] E3r1.ArcGI5. Output. dI

| %) Esrr.Arcals. Server.di

%] eshr.arcals. System.di

2] E3r1. Arcals. SystemUr.dil

.i;] ESRI. ArccIS, GeolatabaseDistribuked, di YeckorLock
.}j ESRI. ArcialS . GeoDatabaseExkensions. di .}] wectorLock.dl

.}] YLSharedModules.dll

i.‘] 3 >
%
File name: |\~"ect0rLock j Open |
Files aof type: |T_|,|pe Libraries j Cancel

Figure 96 — VectorLock .tlb File

The Added Obijects list will appear (Figure 97), click Ok.

59



VectorLock Installation and User Guide
10 June 2011

X

Added Objects...

YLABOUBUtoH
WYL DecryptButton
YLEhcroptButton
WL ToolB ar

Figure 97 — Added Objects

VectorLock will appear in the toolbar listing, select it and click Close (Figure 98).

Customize

Toolbars l Commands ] Optionz ]

Toalbars:

[ Layout ~ Mew. |

] Map Cache |

] Representation |

1 Route Editing |
|

[ Spatial Adjustment
Standard

[ Streettdap

] Tablet

] Taols

[ Topology

(1 Utility Metwark, Analyst
" ectorLock
[1'ersioning

Beset...

w

Keuboard. .. | Qddfrnmﬁle...‘ Cloze |

Figure 98 — Customize Interface

How can | manually register the VectorLock Toolbar?

If the toolbar does not register in ArcMap, this can be done manually by navigating to
VectorLock in the start menu and selecting Register Toolbar as depicted in Figure 99.
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E Adrministrator

1{ License Manager Workflow
1‘ License hanager

il RegisterToolbar

1{ Unregister Toolbar

1 Back

Devices and Printers

Default Pragrarms

Help and Support

Yifindn

| Search progrars and files

Figure 99 — Manual Toolbar Registration

How do | create a firewall exception?

The firewall exception is only necessary on a computer that the VectorLock License
Manager/License Server is installed on, which manages the software licenses for additional
networked systems running the VectorLock Toolbar or Data Administrator Programs. Windows

7 and Windows XP have different procedures for allowing firewall exceptions.

Firewall Exception in Windows 7

To set a firewall exception in Windows 7, open the Control Panel (accessible from the Start
Menu) and click System and Security, shown in Figure 100.

oo s

GQ “ﬁ » Control Panel »
Adjust your computer’s settings

i System and Security
Review your computer's status
3 Back up your computer

Find and fix problems

o

M View network status and tasks
Choose hemegroup and sharing options

‘u‘.__ Network and Internet
-

, / Hardware and Sound
ﬁ'— View devices and printers
Add a device

“-J Programs

Uninstall a program

Ay

5,
9
&

@

[ 42| [[52arch Con.. 2]

Wiew byt Category ¥

User Accounts and Family Safety
# Add or remove user accounts
'?:,' Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

Figure 100 — Windows 7 Control Panel
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In the Windows Firewall area, click Allow a Program through Windows Firewall, as shown in

Figure 101.

oo ==

@@vh’? » Control Panel » Systern and Security »

Control Panel Home P .
ﬂ,g, Action Center
1 Review your computer's status and resolve issues

# System and Securi
e & E’g Change User Account Control settings

Metwork and Internet

Hardware and Sound

ﬂ Windows Firewall

Programs

h |

Check firewall status Allow a program through Windows Firewall

&,| | Search Con... 2 |

Troubleshoot commen computer problems | Restore your computer to an earlier time

Figure 101 — Allow a Program Through the Windows Firewall

Click the Change Settings button as shown in Figure 102.

[E=1 Eol =

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

Allowed programs and features:

Figure 102 — Change Settings Button

Click Allow another Program, as depicted in Figure 103.

@u?‘ﬁ v Control Panel » Systern and Security » Windows Firewsll » Allowed Pragrams [ 42 ]| search Con.. P

What are the risks of allowing a program to communicate? % Change settings

MName HomeWork (Privatel  Public  *

Lo ]

@‘\/};40 v Control Panel » Systern and Security ¥ WWindowes Firewall » Allowed Programs

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

Allowed programs and features:

Mame Home/Work (Private)
[ BranchCache - Content Retrieval (Uses HTTF) O

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WD)

[ Connect to a Network Projector

[ Core Networking

[ Distributed Transaction Coordinator

[ File and Printer Sharing

[ HomeGroup

[i5CSI Service

[0 Media Center Extenders

[ Metloaon Service

Oo0oOo0OoOoROOOod

Details...

hd |

Publ
O

OooO0ooRmOoOoOod

Rem:

&,| | Search Con., O |

What are the risks of allowing a pregram to communicate? %' Change settings

ic

ove

Allow another program...

0K Cancel

Figure 103 — Allow Another Program
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The Add a Program window will appear, as shown in Figure 104.

Add a Program @

Select the program wou want to add, or click Browse to find one that is not
listed, and then click O,

Programs:

I’ arcCatalog 10
B2 avccs administrator
e.f\rcGIS Document Defragmenter
@ ArcGlobe 10

Q.ﬂ\rcMap 10

anrcScene 10

’;,- Create a Svstemn Repair Disc
@Internet Explorer |4
& Doctor

2 Python {command line)
'.'JWindows LD Maker =

Path: Z:\Program FilesiarcaISDeskiop10.048ind Arc

What are the risks of unblocking a program?

m

ou can choose which netwark location bypes to add this program to,

Metwork location types. .. ] [ Add ][ Cancel

Figure 104 — Add a Program

If the default installation path was selected when VectorLock was installed, navigate to the
following location: C:\Program Files\PAR\VectorLock License Manager and select the
VLLicenseServerService Application to add the VLLicenseServerService to the list of Programs,

as depicted in Figure 105.

Click Add to add the application to the Firewall list shown in Figure 106.

Add a Program IEI

Select the program vou want ko add, or dlick Browse to find one that is not
listed, and then click K.

Programs:

@il arcCatalog 10 -
S ArcGIs Administrator

OArcGIS Document Defragmenter
@ ArcGlobe 10

Q ArcMap 10
@ArcScene 10

1-,- Create a System Repair Disc
@Internet Explorer
v Doctor

m

Path: Ci\Program Files\PAR | YeckorLock License Mar

‘what are the risks of unblocking a program?

‘ou can choose which network locakion types ko add this program to,

[ Mebwork location bvpes. .. ] [ Add ][ Cancel ]

Figure 105 — Add the VLLicenseServerService
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6@"0 » Control Panel » Systern and Security » Windows Firewall » Allowed Programs - ‘6,‘ | Seorch Con.. P |

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing 2 pregram to communicate? ‘ 'ﬁ'chaﬂge settings
Allowed programs and features:

Narme Home/Work (Private) Public =
[JRemote Assistance a O
Remote Desktop O
Remote Desktop - RemoteFX O
[JRemote Event Log Management a O
[ Remote Scheduled Tasks Management m} O
[J Remote Service Management O o |
[JRemote Volume Management a o |-
[ Routing and Remote Access m} O
[0 Secure Socket Tunneling Protocol O O
JSNMP Trap m} O
VLLicenseServerService O
[0 Windows Collaboration Computer Name Reqistration Service O o -

Allow another program...

Figure 106 - License Sever Service Added

Click OK and exit the Windows Firewall Exception interface.

Firewall Exception in Windows XP

To set a firewall exception in Windows XP, access the Control Panel from the Start menu and
click Security Center, as depicted in Figure 107.

W Sounds, Speech, and Audio Devices Accessibility Options

£ [
' Performance and Maintenance '\y' Security Center

Wi wour current security status and
settings to help protect your PC.

Figure 107 - Windows XP Control Panel

Click on Windows Firewall as depicted in Figure 108.

64



VectorLock Installation and User Guide
10 June 2011

Moke: windows does not detect all antivirus programs,

Recommendations. ..

Manage security settings for:

Figure 108 - Manager Security Settings for Windows Firewall

Select the Exception tab on the Windows Firewall window and click Add Program, as depicted
in Figure 1009.

%= Windows Firewall

General | Exceptions | Advanced

“Wwindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding erceptions allows some programs
to wiork, better but might increase your security risk.

Programs and Services:

Mame

(W} File: and Printer Sharing
Metwork. Diagnostics for ‘Windows $P
Remote Assistance

Femate Desktop

O UPrP Framework

| 4ddFogam.. | [ AddPor. |[  Edi.

Diizplay & notification when Windows Firewall blocks a program

What are the risks of allowing esceptions?

[ 0k l ’ Cancel

Figure 109 - Add Program

When the Add a Program window opens, click Browse to add the VectorLock License Sever to
the list of programs. Navigate to the VectorLock License Manager folder as shown in Figure
110. If the default installation path was selected when VectorLock was installed, navigate to the
following location: C:\Program Files\PAR\VectorLock License Manager. Select the
VLLicenseServerService file and click Open.
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Browse |'1| [gl
Look in: | 155 VectorLock License Manager - 0 ? * [E-
ty Recent Documents N
) é Desktan rhflow {Active)
‘—‘3 15 My Documerts
My Recent ' My Computer
Lesent % Local Disk ()
|5 Program Files
I PAR
Deskiop ectorLock
6 wenServer Tools [D:]
. [T Shared Documents
1) My Documents
_@ wectolock's Documents
My Documents g ty Metwark Flaces
15 Admiinistrator_9 Setup
- |5 LicenseManager_9 Setup
. 15 Toolbar_9_Fix
tdy Computer
- File name: ‘VLLicenseSewerSewica hd | [ Open ]
Py Metwork, Filez of type: ‘Appllcat\ons [".eme".com;icd) A | [ Cancel ]

Figure 110 - Adding the License Server Program

Select the VLLicenseServerService from the list of programs on the Add a Program window and
click OK, as shown in Figure 111.

Windows Firewall

Add a Program

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to search for ane that is not listed.

Programs:

a Internet Reversi
@ Internet Spades |
a Minesweeper

“TMSN

f:il Outlook Express

@ Finbal

[ Python [command ling)
ig]' Slitaire

ﬁ] Spider Solitaire
[VLLicenseServerservice
J-g\n\-"indows M eszenger

|

v

Path: |C:\Plogram FileghPARNYectorLock License i | [ Browse. .. ]

o] (oo ]

‘w'hat are the risks of allowing exceptions’?

[ ak H Cancel ]

Figure 111 — Add the License Server Program

When the user has confirmed that the VVLLicenseServerService has been added to the Windows
Firewall Exceptions list, click OK to create the exception (Figure 112).
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General | Exceptions | Advanced

indows Firewall

Windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
ta work better but might increase your security risk.

Programs and Services:

Mame

[ File and Printer Sharing

Metwork, Diagnostics for Windows P
Fiemote Azsiztance

Femote Desktop
I UPKP Framewark

[ AddProgiam. | [ addPot. |[  Edt. | [ Dekte

Display a natification when Windows Firewall blocks a program

whhat are the risks of allowing exceptions?

[ Ok H Cancel ]

Figure 112 — Adding the Firewall Exception
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